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This backup process utilizes Windows XP Ntbackup.exe utility (via supplied batch file) and the Scheduled 
Tasks services to provide for automated PC backup of those locally stored data and settings files designated by 
the user in the event disaster recovery is necessary.  While we recognize the many benefits of locally stored 
data on the PC we also recognize the need to be able to recover this data should a disaster situation occur.  
Specific instructions on how to do these steps follow the recommendations.  This procedure utilizes a 
dedicated ITS backup server but can be easily modified to use your server of choice or a network drive or the 
local hard disk for the backup file location.  This process can be setup in just a few minutes (5 to 30) assuming 
good knowledge of Windows XP architecture and file system. 
Requests for assistance should be directed to your technical support staff or the Computer Consulting Center at 
273-5555. 

PC Backup Solution Cr iter ion 

·  Backup User Data Files from PC for Basic Restore and/or Disaster Recovery Needs 
·  Utilize the Local PC’s Hard Disk availability, capacity, and responsive (speed) 
·  Reduce network operational delays, demands and dependencies of network drive accesses 
·  Utilize dedicated backup server for Disk to Disk backup during off peak times 
·  Utilize server tape backup system (performed only weekly on Wednesdays during normal workday 

hours) for tertiary archival plus additional offsite disaster recover capability 
·  Utilize server tape backup system when not utilized for system server backup purposes 
·  Automated Windows workstation hard disk backup procedures 
·  Full Backup when desired (Recommendation: automated weekly full backup on Wednesdays after 

the end of the work day) 
·  Backup incrementally daily or at any time user desires (Recommendation: noon or after end of 

workday but DO NOT compete with exact time when the Full Backup is taken) 
·  Backup can additionally be performed at any time upon demand as deemed appropriate by the user 
·  Provide for convenient user level restore without needing central administrator resources 
·  User must be able to designate and subsequently modify what PC files are to be backed up 
·  Capability to restart backup routine anytime to minimized accumulated size of backup file 
·  Provide for easy adaptation (parameters) for non ITS User Services areas, including home use 



Solution/Methodology 

1) Utilize Windows Backup Utility (NTBackup; XP-Home users must install from CD first) to: 
a. Create/Modify the backup file set (My Documents\Backup Job\Backup.bks) 
b. Perform backup to user’s network drive (***Note*** : When the User ’s Windows [Active 

Directory] authentication password change occurs the backup job’s password must be 
manually reset to synchronize.  Otherwise the backup job will fail without providing any 
notice.  We hope to add this reminder  to the Windows expiration notice message) 

2) Create Batch command file options for: 
a. Full Backup to snapshot (Recommendation: weekly) backup file 
b. Incremental  Daily Backup to add daily changes to accumulating backup file 
c. Keep a history option to additionally maintain the previous accumulation as a history file 

(***Note*** :  this option is only recommend for  the most sensitive situations when 
frequent restores are anticipated) 

d. Automate using Windows Scheduled Tasks capability for full and incremental backups 

Sample Recommendations  of What to Backup 

·  UNI Old Data Location Standard – Data Document Folders which should include Email, MS-
Office Docs, etc. (i.e. c:\data) 

·  UNI Newer Standard – the “My Documents”  folders (except certain folders, see below) 
·  Other Unique PC Application and Database Data Storage Locations 
·  Thunderbird Email Address Book & Setting Preferences (C:\Documents and 

Settings\USERNAME\Application Data\Thunderbird\Profiles\default\SOMETHING.slt\... files 
abook.mab, prefs.js & user.js) 

·  Internet Explorer Favorites (C:\Documents and Settings\USERNAME\Favorites) 
·  Mozilla/Firefox Bookmarks, Cookies & Setting Preferences (C:\Documents and 

Settings\USERNAME\Application Data\Thunderbird\Profiles\default\ SOMETHING.slt\... files 
prefs.js, bookmarks.html & cookies.txt) 

 
·  Microsoft Outlook e-mail collection and NaturallySpeaking voice files because they©re not stored in 

the My Documents folder.  You can teach both programs to store their files in My Documents, so 
that they ARE backed up easily as part of My Documents.  

 
·  OUTLOOK: Find the Outlook e-mail database. (This file©s name is Outlook.pst. In 

Windows XP, Microsoft automatically stores it in the C:\Documents and 
Settings\USERNAME\Local Settings\Application Data\Microsoft\Outlook)  

 
·  Drag the Outlook.pst file into a My Documents\Email folder. Next time you open Outlook, 

it will complain that it can©t find the Outlook.pst file; once you "show it" the file©s new 
location, Outlook may complain once more, but will remember the file©s new folder 
thereafter. 

 
·  NATURALLYSPEAKING: Your voice files begin life in your C:\Documents and 

Settings\All Users\Application Data\ScanSoft\NaturallySpeaking8\Users folder. 
 

·  To move it to a better folder, open NatSpeak. From the DragonBar, choose 
NaturallySpeaking > Manager Users. In the resulting dialog box, choose Advanced > 
Export. Select the user file you want to move, and click Export; choose the new folder 
location for it (i.e. My Documents\NatSpeak). 



Sample Recommendations of What NOT to Backup 

·  Windows Operating System 
·  Any Program Files, most commercial software installs specific information into the Windows 

registry.  These programs must be reinstalled rather than restored, so backing them up serves no 
purpose. 

·  Music (generally should not be backed up and you probably have the CDs) 
·  Videos & Photographs (these should be archived by burning to CDs separate from backups) 
·  eMagazines & eBooks (these should be archived by burning to CDs separate from backups) 
·  My Downloads (although having these somewhere other than under My Documents would be 

helpful if rebuilding a system from a reformat) 
·  Historic PowerPoint Presentations (these should be archived by burning to CDs separate from 

backups) 
·  Email Sent & Trash Folders (it is NOT recommended that you use either Sent or Trash folders for 

Archiving Email) 
·  Mozilla/Thunderbird Email folder index files (* .msf, they are automatically rebuilt if needed) 

Prepare/Create the What To Backup File (Backup.bks) 

1) Create My Documents/Backup Job  folder & copy the supplied Backup.bks file into it 
2) Edit the My Documents/Backup Job/Backup.bks file with Notepad.exe 

 
STEP A) EDIT WITH NOTEPAD AND CHANGE "USERNAME" TO THE ACTUAL USER©S 
USERNAME AND DELETE THESE INSTRUCTION 
 
STEP B) SAVE THESE CHANGES 
---------------------------------------------------------------------      
 
C:\Documents and Settings\USERNAME\Favorites\ 
C:\Documents and Settings\USERNAME\Cookies\ 
C:\Documents and Settings\USERNAME\My Documents\ 
C:\Documents and Settings\USERNAME\My Documents\My Albums\ /Exclude 
C:\Documents and Settings\USERNAME\My Documents\My Data Sources\ /Exclude 
C:\Documents and Settings\USERNAME\My Documents\My Downloads\ /Exclude 
C:\Documents and Settings\USERNAME\My Documents\My eBooks\ /Exclude 
C:\Documents and Settings\USERNAME\My Documents\My Magazines\ /Exclude 
C:\Documents and Settings\USERNAME\My Documents\My Music\ /Exclude 
C:\Documents and Settings\USERNAME\My Documents\My Pictures\ /Exclude 
C:\Documents and Settings\USERNAME\My Documents\My Videos\ /Exclude 
C:\Documents and Settings\USERNAME\My Documents\Email\Sent.sbd\ /Exclude 
C:\Documents and Settings\USERNAME\My Documents\Email\Trash.sbd\ /Exclude 
C:\Documents and Settings\USERNAME\My Documents\Email\Sent /Exclude 
C:\Documents and Settings\USERNAME\My Documents\Email\Sent.msf /Exclude 
C:\Documents and Settings\USERNAME\My Documents\Email\Trash /Exclude 
C:\Documents and Settings\USERNAME\My Documents\Email\Trash.msf /Exclude 
c:\Data 
C:\Data\Email\Sent.sbd\ /Exclude 
C:\Data\Email\Trash.sbd\ /Exclude 
C:\Data\Email\Sent /Exclude 
C:\Data\Email\Sent.msf /Exclude 
C:\Data\Email\Trash /Exclude 



C:\Data\Email\Trash.msf /Exclude 
 
So you end up with something like: 
 
C:\Documents and Settings\PETERSON\Favorites\ 
C:\Documents and Settings\PETERSON\Cookies\ 
C:\Documents and Settings\PETERSON\My Documents\ 
C:\Documents and Settings\PETERSON\My Documents\My Albums\ /Exclude 
C:\Documents and Settings\PETERSON\My Documents\My Data Sources\ /Exclude 
C:\Documents and Settings\PETERSON\My Documents\My Downloads\ /Exclude 
C:\Documents and Settings\PETERSON\My Documents\My eBooks\ /Exclude 
C:\Documents and Settings\PETERSON\My Documents\My Magazines\ /Exclude 
C:\Documents and Settings\PETERSON\My Documents\My Music\ /Exclude 
C:\Documents and Settings\PETERSON\My Documents\My Pictures\ /Exclude 
C:\Documents and Settings\PETERSON\My Documents\My Videos\ /Exclude 
C:\Documents and Settings\PETERSON\My Documents\Email\Sent.sbd\ /Exclude 
C:\Documents and Settings\PETERSON\My Documents\Email\Trash.sbd\ /Exclude 
C:\Documents and Settings\PETERSON\My Documents\Email\Sent /Exclude 
C:\Documents and Settings\PETERSON\My Documents\Email\Sent.msf /Exclude 
C:\Documents and Settings\PETERSON\My Documents\Email\Trash /Exclude 
C:\Documents and Settings\PETERSON\My Documents\Email\Trash.msf /Exclude 
c:\Data 
C:\Data\Email\Sent.sbd\ /Exclude 
C:\Data\Email\Trash.sbd\ /Exclude 
C:\Data\Email\Sent /Exclude 
C:\Data\Email\Sent.msf /Exclude 
C:\Data\Email\Trash /Exclude 
C:\Data\Email\Trash.msf /Exclude 

 
3) Save these changes 



4) Start/All Programs/Accessories/System Tools/Backup 
5) Uncheck start in wizard mode box and restart Backup routine 
6) If you use Thunderbird email client, you should Exclude Thunderbird email indexing files from the 

backup routine (these file automatically rebuild when necessary so no need to back them up) 
 

Tools/Options/Exclude Files tab/Add new/ enter “ .msf”  /OK 
 

 
 



7) Next, Click on the Backup tab then 
8) Job/Load Selection/navigate to My Documents/Backup Job/Backup.bks and double-click it 
9) Make sure that Cookies and Favorites are checked (these are for Internet Explorer) 
 

 
 
 



10) Then expand the Application Data folder (click the “+”  sign) 
11) If you used Firefox Browser, navigate to and mark these three files for backup (bookmarks.html, 

cookies.txt and prefs.js) 
 

 
 
  



12) If you use Thunderbird email client, navigate to and mark these three files for backup (abook.mab, 
prefs.js and user.js) 

 

 



13) VERY IMPORTANT - DON’T FORGET THIS STEP!!!  - Save these changes you’ve made by 
clicking 

 
Job/Save selections 

 

 
  
 
 
 

Setup the Daily (incremental) and Weekly Jobs (full, every 
Wednesday after  Work but Before 10:00 PM system backup) 
 
 
Start/All Programs/Accessories/System Tools/Schedule Tasks 
 



Sample Daily Backup Job Settings: 
 

 
 

 
 



 
Sample Weekly Full Backup Job Settings: 
 

 
 

 
 



You will be prompted to supply your Active Directory Password for each of these Scheduled Jobs so that they 
can run automatically regardless of you being signed on to your workstation.   
 

 
Final Steps 
 
Test the Backup Jobs 
 
Once you have the jobs created, right-click on the Weekly Full Backup job and click Run, this will verify you 
have entered the password correctly and the backup operation. 
 
Do the same for the Daily Backup job as this will verify you have entered your password correctly. 
 

NOTE: You Must Manually Redo Passwords When You Change 
Your  Active Directory Password ! ! ! 
 
You must redo your schedule tasks password whenever your Active Directory Account Password is changed 
as the Schedule Tasks Backup Jobs will fail with no notice.  You can check the Schedule Tasks log by 
checking Advanced/View log. 
 

Restore Process 
 
It is recommended that you seek help should a restore be necessary as the many and varied options extend 
some risk to that process.  The Restore Process can be initiated by opening the output file of the Backup 
process.  This will launch the Backup routine and you will want to open the Restore and Manage Media tab 
and follow restore options. 
 
 

Modifying Backup.bat for  Home Use 
 

1) Create a folder on the c: drive called c:\Backups (or your network drive if you have one) 
2) Edit the My Documents\Backup Job\Backup.bat file with Notepad.exe 
3) Find the start location of the Backup.bat file 

:start 
set backuppath=\\ITSBackup1\Backups\%username% 

4) Modify the set backuppath to read 
set backuppath=c:\ Backups 

5) The process will create the file c:\Backups\Backup.bkf 
6) This file should be copied to a memory stick or burned to CD and take offsite for disaster recovery 

purposes 


